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ABSTRACT
This paper describes our exploration into some of the inherent uncertainty issues that arise when
designing for proactive and ‘intelligent’ behaviour within ubiquitous computing environments. We
describe both previous and current work that has motivated our current examination of uncertainty
issues and also discuss some possible implications for user interaction that arise when providing
proactive behaviour based on rules induced from (potentially uncertain) context history.

1. Introduction

Over the past decade, one of the predominant trends in computing has been “ubiquitous computing”, a
term that was first proposed by Weiser in the early 1990s. His vision was of increasing the productivity or
welfare of a user situated in a computer-everywhere environment by supporting human assistance in an
intimate way [17]. One research domain that requires the computer-everywhere model of ubiquitous
computing is that of the “intelligent environment” [6]. In this domain, a wide range of physical devices
(e.g., lights, audio/video equipment, heaters, air conditioning equipment, windows, curtains, etc.) can be
controlled automatically based on the context of a house/office and the preferences of inhabitants (e.g.,
preferred temperature, preferred light level, energy consumption policies, etc.). One promising technique
for achieving such intelligent environments is “context-aware computing”. The term ‘context-aware’ has
been defined as “systems [that] adapt according to the location of user, the collection of nearby people,
hosts, and accessible devices, as well as to changes to such things over time” [7].

In our previous works [2] and [3], we have suggested that the history of contexts could be extremely
valuable in enabling the current levels of context interpretation (context aggregation [7], context synthesis
[15], and context fusion [4]) to be enhanced. In more detail, by noticing patterns from the user’s context
history (including the user’s behaviour) a properly designed system may start to exhibit appropriate
“intelligent” or more specifically “proactive” behaviour. For example, by identifying recurring patterns in
a user’s context history (based on contexts such as user location, calendar information etc.) it may be
possible to utilise machine learning techniques in order to determine that a certain user has a regular
meeting schedule. An intelligent reminder system could then take the proactive step of reminding the user
of her meeting.

The traditional method for providing proactive behaviour is to use predefined rules [3]. One limitation
of predefined rule-based adaptation is that the user must reconfigure the system in order to reflect changes
to her routine. Performing such reconfigurations could be a frustrating or annoying task for the user.
Therefore, we advocate “modelling-based proactive adaptation. In more detail, by observing the routine
of the user in an intelligent environment there is the potential to infer appropriate rules from accumulated
context history in order to learn rules and subsequently provide dynamic adaptations.

Uncertainty is an important consideration when supporting either type of proactive adaptation,. In
more detail, various sources of uncertainty play a part in this approach, namely: uncertainty from sensing
context (e.g. margins of error in a given sensor), uncertainty that arises through interpreting contexts (e.g.
deriving higher level contexts from a group of lower-level or raw contexts). When supporting but it is
proactive modelling-based adaptation uncertainty also arises when inferring rules from context history
(fully described in section 3).

One potential problem that may occur with intelligent proactive systems is that the system may
behave in ways that do not fit well with the user’s mental model of the system. Although we cannot avoid
the potential situation of the system acting in an unexpected way, our proposed solution is to provide
users with explicit and meaningful explanations when such unexpected behaviour occurs [1]. Providing
such an explanation to the user may in turn enable the user to provide some feedback to the system in
order to enable the system to refine the rules which it had inferred from the context history. Figure 1



illustrates the way in which our approach involves the user in accepting proactive behaviours and
potentially causing the modification of the system’s adaptation rules. Crucially we believe that keeping
the user involved in the loop may also involve informing the user of possible implications of inferences
based on context history that may contain uncertainties.
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Figure 1. The relations between a user, the user’s behaviour, and contexts.

The structure of the remainder of this paper is as follows. In section 2, we describe some of our
previous work that has played a key role in motivating our exploration of the uncertainty issue. In section
3, we investigate some of the potential sources of uncertainty and consider some possible
countermeasures. Interaction issues between a proactive system and a user are discussed in section 4.
Finally, a summary of our investigation on the issue of uncertainty is presented in section 5.

2. Previous Work

2.1 PDS scenarios

An early motivating scenario for our research into proactive context-aware behaviour was the
Personal Digital Secretary (PDS) [2]. This application idea emerged from considering how the classical
remembrance agents, for example, Forget-me-not [12] and CyberMinder [8], might be extended using the
techniques of user modelling and machine learning in order to support a user’s daily activities in an
everyday computing setting [1]. The PDS was designed based on the assumption that it would support a
user’s daily activities beyond the role of a remembrance agent or reminder. For the conceptual structure
of our PDS and detailed explanations, please refer to [2].

The PDS scenario proved extremely useful for helping us to explore how the paradigm of context-
aware computing could be usefully augmented by the utilisation of user modelling and machine learning
techniques. Some examples of typical scenarios that reveal proactive usages of the PDS are described
below.

= Scenario A: When a user passes by a theatre, the PDS can notify the user that the theatre is playing
one of the user’s favourite movies. This type of functionality could be realised by a context-aware
system (such as GUIDE [5]) by utilising both the location context and information about the user’s
preferences (such preferences could have been learnt, pre-defined or a combination of both).

= Scenario B: If a user is in an intelligent environment and the user commands some action, for
example, ‘close curtains in the living room’, the PDS could modify its user model and, over time,
learn that an appropriate context-aware behaviour is to close the curtains when it gets dark outside.

= Scenario C: If a user participates in a meeting at 10 am every forth Monday, the PDS might learn
the pattern of this regular meeting and remind the user to prepare for the meeting at an appropriate
time. However, a more sophisticated level of learning would be desirable in order to enable the
system to realise when such a notification is inappropriate, for example, when the user is on
holiday.

= Scenario D: if a user makes a rule to hold the room key when leaving his/her office after 6pm, this
can be captured in a user model. Consequently, when the user is about to leave his/her office
without the room key after 6pm, the PDS could warn the user before he/she gets locked out of the
office!

2.2 Calculating the Level of Security Risk in a User’s Office

We first examined the potential of context-history together with user modelling and machine learning
techniques) by considering a specific scenario for calculating the level of security risk in a user’s office
[3]. In this work, we explored a number of different approaches including the use of a Naive Bayes
Classifier, which was used to calculate the conditional probability of the user being in her office. In more
detail, a set of rules were predefined for deciding the level of security risk in a user’s office and a simple
context history was artificially built in order to detect exceptional cases against the predefined rules: the
first rule: a high security arises if the door is open when the user has left the office during her office hours,
and the second rule: a low security risk arises if the door is closed (but not locked) when the user has left
the office during her office hours.



The aim of the work was to examine two questions: (1) could patterns of the user’s behaviours be
properly extracted from the context history? (for example, the user’s likely returning to her office given
that a cup in the office contains hot coffee) and (2) could the extracted patterns be used for appropriate
decision making? In this theoretical test case, we found that context history did have a strong potential for
supporting dynamic adaptations in a ubiquitous computing environment even though there were a number
of issues to be challenged [3]. The next step of our research (and the experiment described in this paper)
was to build a prototype system that could support proactive modelling-based adaptations in a user’s
office.

2.3 Context-Based Intelligent Environment Control
In order to ascertain the feasibility of supporting proactive modelling-based adaptations in a user’s
office our current work has involved the design and implementation of a system to:

1). Utilise context history in order to learn the patterns of the user’s behaviour in a physical
office environment; and

ii). Support proactive modelling-based adaptations (opening/closing the window, turning
on/off the fan), based on both the patterns learned (represented as a generalised set of
rules) and the state of the physical office environment (realised through a set of sensors).

Contexts considered in the experiment are temperature, humidity, noise level, light level, the user’s
task (keyboard typing or not), the status of window, the status of fan and the status of blind. Actuators are
needed to open/close the window, turn on/off the fan, and open/draw the blind in the user’s office. Our
system collects and accumulates the contexts as a context history. Next, it induces a set of rules from the
context history. Currently, the rules represent the user’s preferences to the status of window (i.e. this is
currently the only target function considered) Based on these rules, our system can provide a suggestion
to the user when the physical environment in the office changes, e.g. if the temperature rises above a
given threshold value. It is important to note that whenever the system suggests an adaptation, e.g. “shall I
open the window?” the user can dismiss the suggestion.

Our system comprises two databases (one for storing context history, the other to store the user
model) and three main modules (a context manager, an inference engine, and an adaptation manager) as
illustrated in figure 2. The context manager collects context from sensors in a clock-based fashion and
encodes numeric context values into symbolic representations. If there is at least one change in a
symbolic context value (e.g., if the temperature changes from “20°C < mild < 24°C” to “hot > 24°C”, or
if the user records an appropriate action, such as opening the window), then the context manager
generates a context-changed event and stores the context in the context history. The adaptation manager
listens for the context-changed events being raised by the context manager. Next, the adaptation manager
decides which adaptation must be made based on both the current situation (e.g. current temperature) and
the user model (which contains a set of learnt or predefined rules that represent the user’s preferences).
Learnt rules are placed in the user model by the inference engine which is responsible for extracting rules
based on the context history. These rules can be learned through either on-line or off-line processing. At
this stage of our research, an off-line learning method is adopted.
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Figure 2. The design for providing dynamic adaptations.
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As an initial result of our experiment, we found that there was a phase of transition for the initiation of
adaptations. In more detail, during the first day of our experiment (t0 in figure 3) our system could not
learn any rules because there was no context history. At this stage, a set of predefined rules was used for
providing adaptations, for example, if the temperature is higher than 24°C then open the window. From
the next day, our system started to learn the user’s preferences from context history. However, it took
about two weeks (from t0 to tl in figure 3) to accumulate an appropriate size of context history for
properly learning the user’s preferences. Our system gradually learned the user’s preferences and
provided more refined suggestions as time went by.
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Figure 3. The phase of transition for the initiative of adaptations.

Figure 4 illustrates that the learnt rule set from the context history (about 10 rows) at noon on 25"
June is very simple, whereas the learnt rule set from the context history (about 30 rows) in the evening on
the same day is more complicated. The number of rows in the context history is dependent on the
weather condition of the day, season, and the location of office, because these factors can largely
influence on the frequency of context changes (especially, for the temperature). Therefore, the time took
for proper learning would be different according to the time and place for this kind of experiment.
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Figure 4. Learnt rule sets from different size of context history

3. The Sources of Uncertainty and Countermeasures

By analysing our approach towards proactive adaptation we can identify four different sources of
uncertainty. These different sources of uncertainty and possible countermeasures are discussed in the
following sub-sections.

3.1 Sensors

Context is sensed under uncertainty because physical sensors can produce erroneous or at least
inaccurate data. In our experiment, we use a DrDAQ data logger from Pico Technology (figure 5) in order
to obtain the state of the user’s office environmental. The DrDAQ data logger has built in sensors for
detecting various environmental contexts (e.g. light level, sound level and temperature) and optional
external sensors. The accuracy of temperature sensed by the DrDAQ is 2°C at around 25°C (the error
margin is different depending on the temperature). If the threshold between “hot” and “mild” is 25°C then
this 2°C error margin could clearly be very significant (i.e., under the same (real) temperature, it could be
sensed either “hot” or “mild”).

Microphone
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Figure 5. A DrDAQ data logger.

If a context must be obtained concretely in a certain environment, more reliable value of context can
be obtained by obtaining context concurrently from more than one sensor. For example, if the temperature
in an emergency room of a hospital must be concretely captured, we can use several sensors, for example,
one on the ceiling, one on the wall, and one on the bed. Then, using a simple majority voting algorithm
we can obtain the temperature of the emergency room with reasonable reliably.

3.2 Discretisation of continuous-valued attributes

Our current approach is to use a decision tree algorithm for inducing rules from context history that
can be used to provide the user with an explicit and intelligible explanation for the system’s proactive
behaviour. A learning algorithm based on, for example, neural networks would have been much less
suitable because the weights produced by this approach are difficult to interpret by human users [14].

In general, decision tree algorithms use nominal values of context, however the DrDAQ data logger
provides continuous values. Therefore, it was necessary to explicitly convert numeric context values (e.g.,
26°C) to symbolic ones (e.g., hot). In this way, continuous-valued contexts are discretised by partitioning
the range of context values into sub-ranges (e.g., ‘hot’, ‘mild’ and ‘cold’ for temperature; ‘low’, ‘normal’
and ‘high’ for humidity; and ‘dim’, ‘normal’ and ‘bright’ for light level). One implication of discretisation
of continuous context values is that the value of a context can vibrate around a threshold. For example,



when the temperature is fluctuating around the threshold (24°C) between ‘hot’ (e.g., 24.1°C) and ‘mild,’
(e.g., 23.9°C) proactive adaptations can occur frequently, which can be very frustrating to the user.

A possible way to overcome these potential problems is to adopt a fuzzy representation of context [13]
and utilise fuzzy decision trees [10] [11] [16] [18]. For example, given that the thresholds for partitioning
the range of temperature into sub-ranges are: cold < 20°C, 20°C < mild < 25°C”, and hot > 25°C, then
figure 6 illustrates the temperature ranges using the conventional representation ([a] in figure 6) and the
fuzzy representation ([b] in figure 6). The horizontal axis represents the temperature values and the
vertical indicates membership values of fuzzy sets. Membership value indicates the degree (from 0 to 1)
to which a given input belongs to a fuzzy set. For example, the temperature 18°C is converted into ‘cold’
with membership value 1 (or 100%), ‘mild’ with 0%, and ‘hot’ with 0% but the temperature 20°C is
converted into ‘cold’ with membership value 0.5 (or 50%) and ‘mild’ with 50%, and ‘hot’ with 0%
according to the fuzzy representations in figure 6.
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Figure 6. Conventional and fuzzy representation of temperature and noise ranges.

Next, these membership values as well as information gains are considered in order to build a fuzzy
decision tree. Let’s assume that a decision tree is constructed as depicted in figure 7, the temperature
sensed is 25°C and the noise level is 70dB. In the conventional decision tree, this situation is just
classified as the class ‘Close’ from the root (Temperature) and the suggestion “shall I close the window?”
will be made. In the fuzzy decision tree, the left node (‘hot’) of Temperature has membership value of
0.75 and right node (‘mild’) has value of 0.25 according to the fuzzy representation in figure 6. Next, the
left node (‘loud’) of Noise has 1.0 and the right node (‘normal’) has 0.0.

[b] Temperature
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Figure 7. [a] a conventional decision tree and [b] a fuzzy decision tree
- given Temperature of 25 degrees and a Noise level of 70 decibels

Leaf A Leaf B

Finally, we can calculate the value of each class (Open, Close) in each leaf node (Leaf A, Leaf B, and
Leaf C) as follows:

- Leaf A: the membership value of “open” = 0.0(node) * 1.0(noise) * 0.75(temperature) = 0.0
- Leaf A: the membership value of “close” = 1.0(node) * 1.0(noise) * 0.75(temperature) = 0.75
- Leaf B: the membership value of “open” = 1.0(node) * 0.0(noise) * 0.75(temperature) = 0.0
- Leaf B: the membership value of “close” = 0.0(node) * 0.0(noise) * 0.75(temperature) = 0.0
- Leaf C: the membership value of “open” = 0.3(node) * 0.25(temperature) = 0.075

- Leaf C: the membership value of “close” = 0.7(node) * 0.25(temperature) = 0.175
B The total membership value of “open” = 0.0(leaf A) + 0.0(leaf B) + 0.075(leaf C) = 0.075
M The total membership value of “close” = 0.75(leaf A) + 0.0(leaf B) + 0.175(leaf C) = 0.925



Note that each leaf node (the nominal value of the target function: ‘Open’ or ‘Close’) has a
membership value that stems from the membership values of context history data. In order to choose the
value of the target function, the membership values of leaf nodes and the membership values of current
contexts are multiplied and added for the same target values. Hence, the target value that has the largest
one is selected as a suggestion. It is also important to note that because the result from the calculation is
also a membership value of the target value (in the above case, 0.925 for ‘close’) this value indicates the
level of certainty of the suggestion.

Staying with this scenario, if the temperature in the office was sensed at 24 degrees, the membership
value of ‘hot’ would change to 0.5 and that of ‘mild’ would change to 0.5. Therefore the certainty level of
‘close’ would be 0.85 based on the above calculation procedure. Again if the temperature in the office
was sensed at 23 degrees, the membership value of ‘hot” would change to 0.25 and that of ‘mild’ would
change to 0.75. Therefore, the certainty level of ‘close” would be (leaf A) 0.25 + (leaf C) 0.525 = 0.775.
The membership value of leaf C is greater than that of leaf A. This means that mild temperature is the
main reason for closing window rather than the noise level. For more detailed information on the fuzzy
decision tree used in this section, please refer to [18].

To sum up, firstly, fuzzy representation of context can help reduce the problem of fluctuation (e.g., the
temperature’s fluctuating around the threshold (25°C) between ‘hot’ (24.1°C) and ‘mild,” (23.9°C)). In
the traditional discretisation, the two temperatures (24.1 °C and 23.9°C) are converted into totally
different nominal values (‘hot” and ‘mild’) even though the differences are just 0.2°C. However, in the
fuzzy handling, every nominal value of an attribute has its membership value, for example, the
temperature 24.1 °C is converted into ‘hot’ with 52.5%, ‘mild’ with 47.5%, and cold with 0% (not just
one nominal value). The temperature change from 24.1 °C to 23.9°C or vice versa would change the
membership value of the target value as illustrated in the above paragraph. Therefore, frequent
adaptations caused by the fluctuation around a specific context value can be avoided; instead the degree
of certainty would be changed. Setting the certainty threshold to an appropriate value can also be used to
reduce the extent to which fluctuations around a specific context value are likely to occur. For illustration
purposes, consider the following (based on the fuzzy representation shown in figure 6 [b]).

1) When Temperature is 25°C and Noise is 30dB: Open: 0.825, Close: 0.175
2) When Temperature is 24°C and Noise is 30dB: Open: 0.65, Close: 0.35
3) When Temperature is 23°C and Noise is 30dB: Open: 0.475, Close: 0.525
4) When Temperature is 22°C and Noise is 30dB: Open: 0.3, Close: 0.7

In the tablel, with the threshold 0.5, the suggestion changes from ‘Open’ to ‘Close’ when the
temperature changes from 24°C to 23°C (just 1°C difference), whereas with the threshold 0.7, the
suggestion changes when the temperature changes from 25°C to 22°C (3°C difference). Therefore, higher
value of threshold can avoid inappropriate frequent suggestions.

Time T1 T2 T3 T4
Temperature 25°C 24°C 23°C 22°C
(Hot: 0.75 (Hot: 0.5 (Hot: 0.25 (Hot: 0.0
Mild: 0.25) Mild: 0.5) Mild: 0.75) Mild: 1.0)
Noise Level 30dB 30dB 30dB 30dB
(Normal: 1.0) | (Normal: 1.0) (Normal: 1.0) (Normal 1.0)
Threshold Suggestion when No No Close Close
0.5 window state is open Suggestion Suggestion
Suggestion when Open Open No No
window state is closed Suggestion Suggestion
Threshold Suggestion when No No No Close
0.7 window state is open Suggestion Suggestion Suggestion
Suggestion when Open No No No
window state is closed Suggestion Suggestion Suggestion

Table 1. The differences in suggestion timing between two thresholds.




However, one implication of increasing the threshold is that it can effectively cause an extended delay
before an adaptation takes place. Table 2, (which is effectively a subset of the information contained in
table 1) highlights how increasing the threshold from 0.5 to 0.7 causes the adaptation to be triggered at t4

instead of t3.

Time Tl T2 T3 T4
Temperature 25°C 24°C 23°C 22°C
(Hot: 0.75 (Hot: 0.5 (Hot: 0.25 (Hot: 0.0
Mild: 0.25) Mild: 0.5) Mild: 0.75) Mild: 1.0)
Noise Level 30dB 30dB 30dB 30dB
(Normal: 1.0) (Normal: 1.0) (Normal: 1.0) (Normal: 1.0)
Threshold | (Assuming window No No Close No
0.5 state at Tl is OPEN) | gygoestion Suggestion Suggestion
Threshold | (Assuming window No No No Close
0.7 state at T1 is OPEN) | guooestion Suggestion Suggestion

Table 2. Example implication for delayed adaptation when increasing thresholds.

3.3 Rule extraction from context history

The rules extracted from context history also hold uncertainty, because context history may be
incomplete as a training data set and the learning method adopted may not be a perfect one. During our
experimentation, we empirically learned that the size of training data can affect the accuracy or reliability
of learning. For example, at the initial stage of learning in our experiment (from t0 to t1 in figure 3) the
context history was not large enough for extracting appropriate rules. Our system could provide more
refined suggestions as time went by (from tl in figure 3). Therefore, we can say that more training data
the better the resilience to incomplete data. However, large size of context history will increase the cost
for processing learning algorithms and for maintaining storages. This trade-off relation between small
size and large size of context history is outlined in figure 8. In addition, learning from a part of context
history that is related to an unusual situation (e.g., the case of high noise level) may generate a decision
tree that can effectively consider the specific situation. As a result, more certain proactive adaptations for
the unusual case can be provided.

Less certainty in rules

Less coverage of rules

Less resilience to incomplete data
Less cost for learning

More certainty in rules

More coverage of rules

More resilience to incomplete data
More cost for learning

Small size of context history ~ Large size of context history
Figure 8. The characteristics of learning system based on the size of context history.

4. Interaction Issues

In addition to the uncertainty issues discussed in the previous section, there are interaction issues to be
considered as follows:

* How can the user give a feedback to the system and how can the feedback be effectively
considered within the process of decision making?

= How can the user effectively amend her user models (i.e., the extracted rules)?

= How can the level of uncertainty of proactive adaptations be represented to the user?

In our experiment, we let the user override a proactive suggestion by just clicking “No” button on the
user interface (figure 9a) and provide an explicit explanation for the suggestion if the user clicks “Why”
button (figure 9b). Given that the user clicks “No” button against the suggestion of “shall I open the
window for you?” this means either the user does not accept the suggestion only in a specific time or the
user want to override the rule itself that generates the suggestion. In this case, we removed the rule from
the set of rules during the day but it could be generated again in the next learning stage of our experiment.
Therefore, it may be more suitable to make two groups of rules: one is ready to be applied and the other is
overridden by the user, and the system can check the rule is in the first group or second group before
giving a suggestion. As another possible solution, by enabling the user to inspect the context history and



the uncertainties involved the user can manually remove the context with high uncertainty or which
clearly represents an exceptional case.

& Explanation

& BEE

hall | open the window for you?

the temperature is hot and your work is not Keyboard typing
|Yes|| Nl:|||Why?|

Figure 9a. A suggestion window. Figure 9b. An explanation window.

There is a growing concern for representing uncertainty to users. Membership values of the final
classification using a fuzzy decision tree may be used as a way for representing uncertainty of suggestions
to the user as described in section 3.3. In order to let the user override certain rules being created by the
decision tree, the system must allow the user to observe which rules have the most or least corroborating
evidence, i.e. from the context history. Because some rules will have more or less certainty than others it
makes sense to make this transparent to the user in some way in order to enable the user to override
uncertain rules.

5. Summary

This paper has described our exploration into the issues of uncertainty inherent in proactive and
tailored behaviours under ubiquitous computing environments. Through our previous works that lead to
this investigation, we found a number of sources of uncertainty and investigated countermeasures that can
mitigate the level of uncertainties. In addition, we have discussed interaction issues between the system
and users under uncertainty. In addition, we need a way of representing uncertainty to a user so that the
user can observe which rules have the most or less certainty than others.

To summarise, through our investigation, the following key issues arise:

=  Through initial analysis, it appears that applying fuzzy representation of context and fuzzy decision
trees is one possible solution for overcoming the limitations of discretisation of continuous-valued
contexts.

= The membership value resulted from the classification using a fuzzy decision tree can be used as a
way for representing uncertainty of suggestions to the user.

= We have also determined that utilising appropriately large size of context history can provide more
certain rules, more coverage of rules, and more resilience to incomplete data.

= By providing explicit explanations regarding the level of uncertainty for proactive adaptations, the
user can override the adaptation and even amend the rules and/or context history.
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