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ABSTRACT

This paper explores the question: How should we modify and extend existing UM
Languages and representations to address specific ubiquitous computing issues? The
answer we propose builds upon previous work on single user model server and exploits
the user model representation to enable users to permit parts of the environment to access
selective personas, which allow the user to provide one persona to one application and a
different persona to another. We discuss the way that sensors can contribute to the user
model in an ubiquitous computing environment. We also describe the ways that we
address the issues of reusability and group models in ubiquitous computing.
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1. Introduction

User modelling has an important role in ubiqui-
tous computing. It is essential for the personalisa-
tion of user environments and it will be the repos-
itory of information that might be collected about
a user from ubiquitous sensors. As ubiquitous
computing is quickly becoming increasingly
important, it is timely to explore the nature of user
model representations for ubiquitous personalisa-
tion.

First, however, it is useful to map out the
state of the art in user model representations. An
excellent overview of user modelling shells
(Kobsa, 2001) indicates the breadth of representa-
tions they use. He identified a trend towards
lighter weight, simpler representations. Early
systems tended to come from a work in artificial
intelligence and natural language understanding
and these valued generality, expressiveness and
powerful inferences in representations. For exam-
ple, UMT (Brajnik and Tasso, 1994) had a
database of all the user models held by the sys-
tem, a knowledge base of stereotypes (Rich,
1989) in a multiple inheritance hierarchy, the
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database of possible user models for the current
user, a rule-base of constraints on values of
attributes in the user model and inference rules for
generating new user modelling information as
well as a consistency manager based on an
ATMS-like approach (Doyle, 1979) and associ-
ated mechanisms. Similarly, BGP-MS (Kobsa
and Pohl, 1995) represented concepts in the user
model as an inheritance hierarchy. Each concept
was described by a four-tuple: a role predicate for
each relation this concept participates in; value
restrictions on the arguments of each relation; a
number of restrictions indicating how many of the
attributes were required for an instance of this
concept; a modality to indicate whether an
attribute was necessary or not. Such concepts
were kept in partitions which themselves could be
organised into inheritance hierarchies. These pro-
vided a representation for alternate views of
knowledge, such as SB, the system’s beliefs,
SB(UB), the system’s beliefs about the user’s
beliefs, SB(UB(SB)), the system’s beliefs about
the user’s beliefs about the system’s beliefs.

One of the important representational



elements in user modelling is the stereotype, a
term coined by Rich (Rich, 1989) to mean ‘a col-
lection of attributes that often co-occur in people.
... they enable the system to make a large number
of plausible inferences on the basis of a substan-
tially smaller number of observations. These
inferences must, however, be treated as defaults,
which can be overridden by specific observa-
tions.” (Rich, 1989:35). They have been explic-
itly incorporated into the representations of UMT
and BGP-MS as well as several other systems
which explored general representations for user
modelling, for example: Generalised User Mod-
elling System, GUMS (Kass, 1991); TAGUS
(Paiva and Self, 1995) which also supports infer-
ences about the user’s reasoning about knowl-
edge; The Student Modelling Maintenance Sys-
tem, SMMS, (Huang, McCalla, Greer, and
Neufeld, 1991) where the latter two had support
for truth maintenance.

These early systems dealt with the chal-
lenges of dealing with uncertainty and inconsis-
tency with TMS-based approach (Doyle, 1979).
These are rather heavy-weight for an ubiquitous
environment. THEMIS (Kono, Ikeda, and
Mizoguchi, 1994) explored the role of inconsis-
tency and when it needs to be resolved by the sys-
tem. Notably, it highlighted the possibility that
people may have inconsistent beliefs: a system
which tries to construct a consistent model of
them imposes constraints that are inappropriate.
In the case of ubiquitous computing, a very
important source of inconsistency in the user
model will be due to the unreliability of informa-
tion from sensors. More importantly, many
aspects of the user, including their location, will
change frequently. A representation for ubiqui-
tous computing will need to deal with this effi-
ciently.

An important form of stereotype is the
double stereotype (Chin, 1989) which enables
reasoning in two directions. For example, infor-
mation about the user could be used in stereotypic
inference about their predicted behaviour; in the
other direction, limited sensor observations of
their behaviour can be used to infer other
attributes about them. Taking a concrete example,
suppose that an active-badge based tracking sys-
tem observes a user in the executive coffee suite
on a few occasions. This could be used to infer
that this person is an executive. Another person
who has just joined the organisation as an execu-
tive could be predicted to visit the executive cof-
fee suite.

More recent work has been characterised
by simpler representations, matching the needs of
emerging personalised applications such as rec-
ommenders and personalised web sites. As
Kobsa observes, the demands of personalised
applications will determine the characteristics
which should be provided by a user model repre-
sentation.

In this paper, we focus on our own explo-
ration of a user model representation which sup-
ports one of the important requirements of ubiqui-
tous computing, that of ensuring user control over
the model. People have grave concerns about pri-
vacy of personal information and clearly want to
have control of the way that the information is to
be used (Kobsa, 2002, Miller, 2000). This is
reflected in ongoing refinements to a range of
national and international privacy legisla-
tion (Kobsa, 2001). For example, the European
Community Directive on Data Protection (Union,
1995) mandates ‘right of access to and the right
to rectify the data’ and, a particular demand for
scrutability in the requirement for ‘an intelligible
form of the data undergoing processing and of
any available information asto their source’.

In Section 2, we give an overview of a user
model representation what we have developed for
use in a range of applications. In Section 3, we
describe an architecture for personalisation in
ubiquitous applications and then, in Section 4, we
describe how our representation supports the
needs of that architecture. Section 5 discusses the
reuse of user models and the role of group mod-
els, followed by the final discussion and conclu-
sions.

2. Overview of the accretion representation

The accretion representation and architecture
(Kay, 1995, 2000, Kay, Kummerfeld, and Lauder,
2002) is an extremely simple but flexible
approach to modelling users. It consists of com-
ponents each of which models an arbitrary aspect
of the user. It distinguishes knowledge, beliefs,
preferences and other attributes of the user,
including their personal attributes like names,
height, date of birth and other arbitrary aspects
like their location. Each of these has a type, such
as boolean, string, number. The representation
makes no built-in assumptions for any of these
types.

We illustrate an example in Figure 1,
which depicts flow of information about a compo-
nent which models the user’s location. There are
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three sensors contributing information about this
component. The fi rst column is a Bluetooth-based
system which sends a piece of evidence when it

detects the user in their offi ce. The second is a
similar sensor for the tearoom. Both of these sen-

sors send positive evidence in each time period

that they detect the user. Sensor 3 sends a piece
of evidence about the user in each time period, a +

when there is activity at the user’s offi ce computer
and a - otherwise.

Time Sensorl  Sensor 2 Sensor 3
Offi ce Tearoom  Computer
1 + -
2 + -
3 + +
4 + + -
5 + -
6 + -
7 + +
8 + -
9 + + -
10 + -

Figure 1. Example of evidence lists in time series for a com-
ponent modelling user location. Sensors 1 and 2 are Blue-
tooth-based sensors. Sensor 3 tracks activity on the user's
offi ce computer.

The name of the representation follows
from its model for managing incoming informa-
tion about the user. Essentially, each piece of evi-
dence about a component is simply added to a
list. So, over time, it accretes. Asin Figure 1, as
various sensors detect the user, each can volunteer
evidence. The core of the accretion representa
tion is this simple process of collecting this grow-
ing list of information.

The sensor information may appear incon-
sistent, as in time periods 4 and 9 where both the
tearoom and offi ce sensors’ evidence reports the
user's location in these rooms. This is likely to
happen when the user is between the two sensors
and is detected by both, as they move between
them. Another example of possible inconsistency
isin time period 7 where one sensor reports activ-
ity at the user’s offi ce computer while the other
two sensors appear to indicate the user is in the
tearoom.

Sources are only permitted to contribute to
the model if they are authorised to do so. In an
ubiquitous computing context, a user might allow
sensors in their offi ce to contribute to their loca-
tion model but the user might not allow sensorsin
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their hometo do so. Another user might want dif-
ferent restrictions on the sensors allowed to con-
tribute to their model.

When the value of a component is needed,
a resolver is invoked. The representation makes
no restrictions on the nature of the resolver: it
could be a very ssimple interpreter of the evidence
list for a component or it could be any arbitrarily
complex process that makes use of the evidence
for several components. In practice, it is likely
that simple resolvers will be adequate. In our pre-
vious research systems, we had extremely simple
resolvers for reasoning about user's knowledge.
Typicaly, resolvers take account of the reliability
of each evidence source and the timestamp on the
evidence. In practical applications, it is often
quite effective to determine the value of a compo-
nent from the most recent evidence that is of suffi-
cient reliability.

Following this approach, at time period 7
of Figure 1, we have noted that the evidence +
from the tearoom sensor contradicts that from the
offi ce computer evidence source. One suggests
the user in the tearoom while the other suggest
that the user is active at their termina in their
offi ce. There are many possible explanations for
this confict, such as: someone else might be
using the computer and Sensor 3 may simply be
detecting another person’s activity at the user's
machine; Sensor 3 may be in error for some other
reason like a book falling on the keyboard and
keeping a key depressed; the user may have lent
their mobile phone to someone else and that per-
son may be in the tearoom being detected; Sensor
2 may be oversensitive and often detects the user
when they are actually in their offi ce. This sort of
situation will be typical of those faced in the rea-
soning about users in a ubiquitous computing
environment.

A simple resolver might always treat Sen-
sor 2 as more reliable than Sensor 3. In that case,
the resolver would conclude the user was in the
tearoom at time period 7. Note that this simple
approach has considerable merit when it comes to
explaining the system reasoning to the user. The
explanation would simply be of the following
form:

At time period 7, you were detected by the tea-
room sensor and the office-computer sensor -
since you cannot be in both your office and the
tearoom at once, and since the tearoom sensor is
generally considered more reliable, the system
concluded that you were in the tearoom.



The user could easily be offered the ability to
request that the system use a different resolver,
for example one that regards Sensor 3 as more
reliable. For the case of a user who often lends
their Bluetooth phone but rarely allows others to
use their computer, the right resolver will be dif-
ferent from a user who tends to do the opposite.

Note that this provides an extremely sim-
ple way to deal with some of the inconsistency
issues which have had quite complex solutions
such as truth maintenance. The whole point of
modelling some components is to track changes.
For example, the user’'s location should change as
they move around their environment. If, as is
likely in ubiquitous computing contexts, most of
the time, no application needs to know the user’s
location. At those times, we simply allow evi-
dence to fbw into the model without interpreting
it. When an application needs to know the user’s
location, it can request the current value of that
component. If it is authorised to have that infor-
mation, then at that point, the resolver it has nom-
inated is used to determine the value of the com-
ponent. In the case of the user’s location, the val-
ues returned by this request would be either an
indication that the system really does not know, or
the value of the modelled location, possibly with
acertainty value.

We have three main implementations of
the accretion representation. First, it was built as
the um toolkit (Kay, 1995) where it was used to
model users of a text editor. In that work, there
were three classes of evidence sources. The main
source derived from logs generated by instrumen-
tation of the editor (Cook, Kay, Ryan, and
Thomas, 1995). We never put this directly into
the user model. Instead we built a collection of
analysis tools which used that data to infer what
the user appeared to know or not know. Some of
these were very simple: the fact that a user typed
a complex regular expression command that pro-
duced no errors or warnings was interpreted as
direct evidence that the user knew that command.
Some were more complex. In particular, the
mouse commands could easily be selected acci-
dentally so they were only interpreted as correctly
used when there were severa aspects of the con-
text which were consistent with their correct use.
For example, one command creates multiple win-
dows on a single file: the analyser only gave a
piece of evidence indicating correct use if the file
was large enough to need two windows to display
different parts, if there was additiona activity
afterwards and if the user was aready past the

novice stage. Each different analysis tool was
treated as a separate evidence source. The second
form of evidence came from the automated tutor
which added evidence to the model when it sent
advice to the student. The third form of evidence
came from the user's interaction with the user
model viewer tools: these enabled the user to state
whether they knew aspects or not and any such
information generated evidence which was added
to the model. We built several resolvers, all sim-
ple. Notably, the one used by the automated tutor
treated evidence derived from the logs as more
reliable than that from the user.

The second main implementation of the
accretion representation is in the Personis (Kay,
Kummerfeld, and Lauder, 2002) user model
server. Where um toolkit provided a collection of
C library functions, Personis has a small set of
primitives for the programmer to tell evidence to
Personis and to ask for the value of parts of the
model. It also generalises the user model struc-
turing. In um, components of the model were
structured into a hard coded directed acyclic
graph of contexts. In Personis, the context serves
to defi ne a namespace for user model compo-
nents. In addition, it supports a view facility that
allows the defi nition of an arbitrary collection of
components of the model, from any contexts.

The third implementation is Personis-lite,
a severely cut-down version of the Personis
implementation, available as a library for use
within an application. It has all the elements we
have described above for Personis but none of the
aspects that are critical for a server: security, pro-
tocols for distributed access, access authorisation
mechanisms, effi cient implementation for very
large and complex models.

The example in Figure 1 highlights the
serious effi ciency burden of this approach as
described to this point. This is clearly a serious
problem if we want the user to be able to scruti-
nise their user model. Clearly, we could not allow
the evidence lists in the model to continue to grow
without restriction. We need some destruction
operations. These are explicit processes which
operate on parts of the model. In particular, we
have a use-by date on evidence. So, for example,
evidence from a location sensor may have a short
use-by date so that it is destroyed after a short
time. On the other hand, it might be alowed a
longer use-by date so that patterns in the user’s
behaviour can be identifi ed over time, such aswas
done in Doppelganger (Orwant, 1995) with a
somewhat similar representation to accretion.
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A primary motivation for the design of the
accretion was to provide a scrutable representa-
tion, where the user could examine the user
model, the value of its components and the pro-
cesses that defi ne that value. Those processes can
be explained in terms of the list of evidence and
the resolver process used to interpret it. We see
scrutability as a foundation for user control over
personalisation.

3. Architecture of distributed, ubiquitous user
models

We now describe how we envisage the accretion
representation operating in an ubiquitous comput-
ing environment. Figure 2 outlines an architec-
ture of the personalisation in a such an environ-
ment. This builds on our previous architec-
ture (Kay and Kummerfeld, 1994).

Figure 2. Architecture for distributed personalisation. U isthe
single user model for a person. Each application, A, has its
own partia user model u. The central model and partial mod-
els may have local inference sources, |. Each s represents sen-
sor data coming to the user model.

There is one, defi nitive user model, U, for
an individual, shown at the centre top. It could be
implemented using the Personis server (Kay,
Kummerfeld, and Lauder, 2002) with strong secu-
rity and authentication mechanisms. Itisheld at a
physical location decided by the user and would
be controlled by the user.

There are several partid models, or per-
sonas, shown as u. Each is intended for one
application, shown as A. The user controls which
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aspects of U are available in each persona. For
example, a meeting organiser application may be
restricted to a persona with the user’s preferences
for modes of communication and their timetable,
but it would not include any other user model
information. The arcs indicate that applications
are authorised to access a part of the user model,
U, which they would hold in their local u.

We envisage that the central server, U,
would need to be supported by a system like Per-
sonis while the local partia user models may
either be full Personis servers also or just the cut-
down Personis-lite. In the context of a ubiquitous
computing environment, there may be many low
powered computational elements within the envi-
ronment. These may be able to exploit light and
small personas for users in that environment.
These elements would be able to incorporate the
Personis-lite support for accretion-based reason-
ing at modest cost in memory and speed.

The inferences sources, |, are the internal
reasoning mechanisms and each of these is a
potential supplier of evidence. These operate by
using resolvers to access the values of compo-
nents in the user model and from this information,
they make inferences about the user and these are
stored as evidence in the user model. The infer-
ence mechanisms need only be invoked as
needed. For example, they may be triggered at a
set time each day or by an event. This form of
evidence also accretes in the model. A deletion
operation on this evidence has a quite different
effect from a deletion of evidence from external
evidence sources such as sensors. The critical
difference is that, as long as all external evidence
is kept, the inference sources can be run so as to
simulate the way that they would have operated at
any arbitrary time in the past.

One important form of inference is the
stereotype. Another is based on knowledge of the
domain. As shown in the figure, inference
sources may reside at the user model U or with
personas. Users control which inference sources
may be used for the user model and the personas.
For example, a user may allow just one applica-
tion to use the set of inferences associated with
the new empl oyee stereotype.

The fi gure aso shows sensors, s, which
can aso contribute user modelling information to
the user model. We do not show these in associa-
tion with applications since they, like sensors, can
contribute evidence to the user model. Although
we do not show it in this fi gure, it may be that
these sensors might be able to improve their



performance if they held a small amount of user
model information. Our comments on the use of
the Personis-lite implementation for the user
model personas u apply in this case.

The content of each persona is controlled
by the user. There are several levels of such
access control in the accretion representation:

. evidence sources - so that the user can
allow an application access to values based
on just the evidence sources allowed to that
application’s persona. For example, in Fig-
ure 1, one persona may have access only to
the value of the component, based upon
evidence from Sensor 1. Any application
using this persona would be blind to all
other evidence in the user model.

. component - it is possible to control access
to each individual component, allowing it to
be included in a persona, or not;

. view - the main mechanism for defining the
collection of components in a persona;

. context - our structuring mechanisms for a
collection of user model components and
associated structures, such as a movie con-
text holding components about the user’s
movie preferences. The context defines a
namespace and it holds definitions of com-
ponents, default access modes across the
context and it also holds the view defini-
tions.

For the purpose of managing personas, the main
mechanism is the view.

4. Scrutability

Users need to be able to scrutinise and control
their user models. This has been foremost in the
design of Personis, from its very beginnings (Kay,
1990) through to the most recent work (Kay,
Kummerfeld, and Lauder, 2002). We now discuss
this aspect of the accretion representation in the
ubiquitous computing context.

The core of the representation is the simple
model that evidence accretes over time. This is
important for scrutability on two levels. Firstly, if
a user is to be able to scrutinise and really develop
an understanding of the way that their user model
operates, we need to strive for simplicity. Some
complexity is unavoidable because of the nature
of the user modelling enterprise: we have to
accept the complexity due to the number and
range of sources of user model evidence and the
varied ways that the model might be employed in

an ubiquitous computing environment. However,
the representation should manage these as simply
as possible with a collection of simple mecha-
nisms.

The second critical aspect of pure accre-
tion is that it ensures that the systems has all the
evidence that may have affected any personalised
action. The user can scrutinise the full list of evi-
dence about each component of the model.

Moreover, that evidence is in a form suited
to scrutability. Each piece of evidence is kept
with details about the evidence source. Each evi-
dence source that is authorised to contribute to the
user model has descriptions for the way that the
evidence source operates so that a user scrutinis-
ing the model can access these. The other parts of
the evidence, its type, time-stamp and the value it
supports, can be also be explained to the user.
The user model allows an evidence source to con-
tribute only to the parts of the model where they
are authorised to do so. This means that the user
can control which sources may contribute to
which parts of their model. This means, for
example, that the user can authorise evidence
from a presence-sensor in their office but not the
one in the tearoom.

Where the systems mentioned earlier had
quite sophisticated mechanisms for dealing with
uncertainty and inconsistency, the accretion repre-
sentation takes a very simple but quite flexible
approach. Firstly, the accretion of evidence is
independent of its interpretation. This means that
if conflicting evidence comes into the model over
a period of time, there is no attempt to reconcile
this until it is actually needed. At that point, the
application which needs the values of parts of the
user model accesses these via resolvers. The goal
of simplicity associated with scrutability means
that these should be as simple as possible. In pre-
vious work, modelling student knowledge and
movie preferences, very simple resolvers gave
good results, which could be explained quite sim-
ply. It is desirable to strive for similar resolvers in
ubiquitous computing tasks.

The deletion of evidence has important
implications for scrutability. On the one hand, it
will be harder for users to scrutinise and under-
stand their user model if it is allowed to grow
with large amounts of evidence that is too old or
insignificant to affect the value of the components
of the model. On the other hand, keeping com-
plete sets of the evidence from external sensors
means that the user can scrutinise past behaviour
of a personalised system.
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To this point, we have listed many the
aspects which can be controlled by the user: the
authorisation of processes to create new parts of
the model, authorisation of evidence sources and
inference mechanisms to reason about the user,
authorisation of resolvers for use by applications;
authorisation of applications to access the evi-
dence produced by each evidence source; authori-
sation of parts of the model to be available to
applications. In spite of the simplicity of each
part of the accretion architecture and representa-
tion, this still makes for considerable complexity
for the user to cope with. Enabling this poses a
significant user interface challenge. People may
just opt out, unless the user interface is adequate.

The notion of scrutability might appear to
be at odds with the core goals of invisibility
(Weiser, 1994) in ubiquitous computing research.
IEEE Pervasive Computing holds up the goal of
building ubiquitous systems that are ‘gracefully
integrated with human users’.t Our approach
presumes that most users will want invisible per-
sonalisation most of the time. However, when the
user wants to know why systems are performing
as they are or what the user model believes about
them, they should be able to scrutinise the model
and the associated personalisation processes. For
example, most mobile phone users do not want to
have to know the details of the current cell sup-
porting the phone. However, phones can provide
this information readily and users can and do
choose to check it.

In general, an established system should
operate without bothering the user. However,
suppose that the user happens to receive a mes-
sage via a phone which rings for them as they
walk into their colleague’s office. If the user
wants to know why this happened, they should be
able to access the parts of the model responsible
for tracking their location and delve into the
details to see which evidence source provided the
relevant information at that time. At this point,
the user may wish to alter any access modes
which effected personalisation actions that the
user did not want. It may be possible to define
quite simple control mechanisms for ubiquitous
applications: a simple user action for disabling an
application from within the ubiquitous computing
environment may be sufficient, with good support
for the user to later use conventional systems to
refine the details of their personas.

This view of scrutability of personalisation
in ubiquitous computing is similar to the notion

t http://www.computer.org/pervasive/fag.html
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described as seamfulness (MacColl, Chalmers,
Rogers, and Smith, 2002) which argues for ‘overt,
robust, flexible, simple and manipulable’ systems.
Our representation approach is in the spirit of
recombinant computing (Newman et al, 2002)
and the persona which can be viewed and scruti-
nised by the user is a similar notion to the calen-
dar mirror. The need for user control of personal
information has been widely acknowledged, for
example (Boyd, Jensen, Lederer, and Nguyen,
2002) and (Abowd and Mynatt, 2000) who
observe that ‘One fear of users is the lack of
knowledge of what some computing system is
doing, or that something is being done “behind
their backs™ * (p51) and that ‘The next step is to
allow those being sensed to have control to either
stop this activity or at least control the distribution
and use of the information.” (p52)

5. Reusability and Group models

To this point, we have focussed on the representa-
tion of individual user models. We have seen that
there is an important role for reuse of parts of the
model across different applications. Where these
are disparate, as in the case of recommenders,
teaching systems, personalised media delivery
systems and the like, this essentially means that
the user does not need to train each. Instead, once
a relevant collection of components has been
defined and values for them established, the user
can make them available to new applications.
This reduces the startup problem for personalisa-
tion, where the application needs to build up a
user model before it can perform useful customi-
sation.

In ubiquitous computing, it will be critical
to reuse user models at a different level. If we can
build a statistically valid group or stereotypic
model (Rich, 1989), a user who provides minimal
information about themself can be provided with
an initial user model which is based on data from
a group of similar people. Just this approach
applies in the most common recommender sys-
tems such as several at Amazon.com. In these, as
in the case of ubiquitous computing, we may have
a single point of information about the user, per-
haps a request for information about a single book
in the case of Amazon, perhaps a small trace of
user behaviour in the ubiquitous computing case.

One of the earliest exploration of user
modelling for ubiquitous computing was Doppel-
ganger (Orwant, 1995) which used active badges
and smart chairs to track user activity within a



building and on computer systems and phones. It
had a very interesting, elegant and simple group
notion, the community. It differs from stereotypes
in that a male always contributes data to the group
model for males. However, predictions about the
user are based on a weighted average of informa-
tion from the combination of communities that
they best match. The simplicity of this notion
should be very appealing for ubiquitous comput-
ing. It has not been explored since Doppel ganger.

One of the challenges of building group
models is that we need quality data about people.
So, for example, if we would like to model the
common patterns of people’s movement around a
building, we need data about that. Why should a
user contribute their personal data? One reason
would be that there is persona benefi t. For exam-
ple, if a user were allowed access to data about
the location of other people, only if they were
willing to allow the system access to their own
data, this appears to be fair and may enable data
to be aggregated. A similar approach has been
applied in the Educo system (Kurhila, Miettinen,
Nokelainen, and Tirri, 2002) where people read-
ing documents from an online selection were
allowed to see who else was reading each docu-
ment. This could serve as a basis for establishing
ad-hoc online discussions about a document.
Users were only allowed to see information about
others location in the virtual document space if
they allowed themselvesto be visible.

6. Discussion and Conclusions

We have described aspects of the accretion repre-
sentation for scrutable management of user mod-
els. It has not been deployed in an ubiquitous
computing context: its main use was in the mod-
elling of knowledge of a text editor where the
bulk of the user model information came from a
collection of evidence sources, each based on
analysis of logs from monitoring users of the text
editor. This monitoring ran for 10 years and user
models were built from data collected over two
years. Inthat context, it was evaluated in terms of
its capacity to support tutoring. Its scrutability
was aso evaluated both in a smal qualitative
experiment and in a large fi eld study (Kay, 1995).
The latter indicated that some users did scrutinise
their model extensively over the 8 weeks of the
study.

Ubiquitous computing will offer quite dif-
ferent challenges and the architecture we have
described envisages a broader ranging user model.

It is yet to be determined whether the simple
accretion, resolution and, where necessary, dele-
tion of evidence can support the reasoning needs
of ubiquitous systems. For example, if we want
to model users location transitions, a natural rep-
resentation would be a Markov Model. Whilst
accretion maintains evidence in a form suitable
for learning such a model for the user, this would
need to be managed by one of the inference
sources shown in our architecture. When we need
a prediction for the user’'s future location, that
Markovian inference source could be triggered to
supply evidence with a prediction of the location
in the future; a suitable resolver would be able to
use that to drive the system. This approach has
yet to be explored.

The various forms of user control facilitate
the creation of personas, each intended for use by
particular applications. We suppose that a new
application’s persona would be created by a pro-
cess where the application proposed the compo-
nents and evidence sources to be included in the
model. The user would examine these, selecting
those components and evidence sources they were
happy to alow into that persona, and restricting
others. Good interfaces for this task are an impor-
tant area for future work. One promising
approach for some classes of user model isavisu-
alisation of aspects of the information to be
allowed into the persona, as in (Uther, 2001,
Apted, Kay, and Lum, 2003) and a very similar
approach to multiple personae (Boyd, 2002) but
called facets of identity.

One might argue that one of the goals of
ubiquitous computing is that the user should not
need to be aware of al the computation embedded
in the environment. The computational elements
should disappear. Indeed, we agree that most of
the time, the user should not need to be aware of
the details of their user model and the way that
the personalisation operates. However, the user
model is essentidly personal information. This
means that users have a right to have access to it.
Users aso have the right to control the personali-
sation that machines effect on their behalf. There
will be times that the user will become aware of
the personalisation: in particular, if something
unexpected happens or the system gets things
wrong, the user will become aware. The user
may even become aware because the system does
something that they like very much. Or they just
might become curious about how the personalisa-
tion work because they happen to be curious peo-
ple. At that point, we need to be able to support

Managing private user models and shared personas



the user in tracking down just what is happening
and why. The ability to scrutinise the user model
and its interpretation of the evidence available to
it will be critical at that point.

The stereotypes which can be used for
default reasoning about users also have some
promise in this area. It may be possible to build
several stereotypic sets of personas that people
might use as a starting point for their own per-
sona. This could be supported by a visualisation
such as (Uther, 2001). There may also be possi-
bilities to stereotype some of the classes of per-
sonae: for example, the user may create a
restricted advertiser persona and this would be
the default for a range of advertiser applications.
So, for example, in the future ubiquitous comput-
ing environment, the user who walks into the
supermarket might be presented with personalised
advertising, based on the persona they have made
available for such applications. This might
include information that might be quite general
or, alternatively, it might have the detailed set of
their current shopping needs, something they
might regard as soon-to-be-available to the envi-
ronment (after they had passed the checkouts).

We have given an overview for a represen-
tation and architecture for user modelling in ubig-
uitous computing. Much of the detail of both
have been omitted. There are also many problems
that we have not mentioned. One important class
of these relate to the way that the user model
interacts with the rest of the environment. In par-
ticular, there are many issues to address in the
way that sensor data makes its way to the user
model. There are open questions about the own-
ership of the sensor data: does this belong to the
user or the object that triggers the sensor event?

Our current work has been in the areas of
both context-aware systems and user modelling
systems. We are developing an architecture for a
general, large scale context management system
that uses a distributed repository for context data.
We have built an early prototype of this architec-
ture with Bluetooth access points to provide loca-
tion information and simple applications to track
people with Bluetooth phones. Our Personis user
model server is being used in several other appli-
cations and we plan to integrate it with the con-
text repository to provide personalisation services
to context aware systems.

Managing private user models and shared personas

References

Abowd and Mynatt, 2000.
Abowd, G and E Mynatt, “Charting past,
present, and future research in ubiquitous
computing,” ACM Transactions of Com-
puter-Human Interaction,, 7, 1,, pp. 29-58.
(2000).

Apted, Kay, and Lum, 2003.
Apted, T, J Kay, and A Lum, “Visualisation
of learning ontologies” in Proceedings of
AIED Conference, 11th International Con-
ference on Artifi cial Intelligence in Educa-
tion, p. to appear, 10S Press (2003).

Boyd, 2002.
Boyd, D, “Faceted ID/entity: managing rep-
resentation in a digital world,” Naster of
Science in Media Arts and Sciences, 2002,
p. accessed
http://smg.media.mit.edu/papers/ March
2002, MIT (2002).

Boyd, Jensen, Lederer, and Nguyen, 2002.

Boyd, D, C Jensen, S Lederer, and D
Nguyen, “Privacy in digital environments:
Empowering users.,” Workshop abstract in
Extended Abstracts of the ACM Conference
on Computer Supported Cooperative Work
(CSCW 2002)., New Orleans, Louisiana.
(2002).

Brajnik and Tasso, 1994.
Brajnik, G and C Tasso, “A shell for devel-
oping mon-monotonic user modeling sys-
tems,” International Journal of Human-
Computer Sudies, 40, 1, pp. 36-62 (1994).

Chin, 1989.
Chin, D, “KNOME: modeling what the
user knows in UC” in User models in dia-
log systems, ed. A Kobsa and W Wabhlster,
pp. 74-107, Springer-Verlag, Berlin (1989).

Cook, Kay, Ryan, and Thomas, 1995.
Cook, R, J Kay, G Ryan, and R C Thomas,
“A toolkit for appraising the long term
usability of a text editor,” Software Quality
Journal, 4, pp. 131-154, Chapman and
Hall, London (1995).

Doyle, 1979.
Doyle, J, “A truth maintenance system,”
Artifi cial intelligence, 12, 3, pp. 231-171
(1979).

Huang, McCalla, Greer, and Neufeld, 1991.
Huang, X, G | McCalla, J E Greer, and E



Neufeld, “Revising deductive knowledge
and stereotypical knowledge ina student
model,” User Modeling and User-Adapted
Interaction, 1, 1, pp. 87-116 (1991).

Kass, 1991.
Kass, R, “Building a user model implicitly
from a cooperative advisory dialog,” User
Modeling and User-Adapted Interaction, 1,
3, pp. 203-258 (1991).

Kay, 1995.
Kay, J, “The um toolkit for cooperative user
modelling,” User Modeling and User-
Adapted Interaction, 4, 3, pp. 149-196,
Kluwer (1995).

Kay, 2000.
Kay, J, ‘Accretion representation for
scrutable student modelling” in ITS 2000,
Intelligent Tutoring Systems, ed. G Gau-
thier, C Frasson, and K VanLehn, pp.
514--523 (2000).

Kay, 1990.
Kay, J, “um: a user modelling toolkit,” Sec-
ond International User Modelling Work-
shop, p. 11, Hawaii (1990).

Kay and Kummerfeld, 1994.
Kay, J and R J Kummerfeld, “Customiza-
tion and delivery of multimedia informa-
tion” in Proceedings of Multicomm 94, Van-
couver, pp. 141-150 (1994).

Kay, Kummerfeld, and Lauder, 2002.
Kay, J, R J Kummerfeld, and P Lauder,
“Personis. a server for user models,” Pro-
ceedings of AH’2002, Adaptive Hypertext
2002, pp. 203 -- 212, Springer (2002).

Kobsa, 2001.
Kobsa, A, “Generic User Modeling Sys-
tems,” User Modeling and User-Adapted
Interaction - Ten Year Anniversary Issue,
11, 1-2, pp. 49-63 (2001).

Kobsa, 2002.
Kobsa, A, “Personalized Hypermedia and
International Privacy,” Communications of
the ACM, 45, 5, pp. 64-67 (2002).

Kobsa, 2001.
Kobsa, A, “Invited Keynote: Tailoring pri-
vacy to user’s needs’ in Proceedings of the
User Modeling Conference, pp. 303 - 313,
Springer (2001).

Kaobsa and Pohl, 1995.
Kobsa, A and W Pohl, “The user modeling
shell system BGP-MS,” User Modeling and

10

User-Adapted Interaction, 4, 2, pp. 59-106,
Kluwer (1995).

Kono, Ikeda, and Mizoguchi, 1994,
Kono, Y, M lkeda, and R Mizoguchi,
“THEMIS: a nonmonotonic inductive stu-
dent modeling system,” Journal of Artifi cial
Intelligence in Education, 5, 3, pp. 371-413
(1994).

Kurhila, Miettinen, Nokelainen, and Tirri, 2002.
Kurhila, J, M Miettinen, P Nokelainen, and
H Tirri, “Dynamic profiling in a real-time
collaborative learning environment,” ITS
2002m LNCS 2363, pp. 239 - 248 (2002).

MacColl, Chalmers, Rogers, and Smith, 2002.
MacColl, I, M Chalmers, Y Rogers, and H
Smith, “Seamful ubiquity: Beyond seam-
less integration,” Proceedings of Ubicomp
2002 Workshop on Models and Concepts
for Ubiquitous Computing, Gothenburg
(2002).

Miller, 2000.
Miller, C, “Report SS-00-01,” Wbrking
notes of the Adaptive User interfaces AAAI
Soring Symposium, pp. 80--81, Stanford,
CA (2000).

Newman et a, 2002.
Newman, M, S Sendivy, C Neuwirth, K
Edwards, J Hong, S Izadi, K Marcelo, and
T Smith, “Designing for serendity: support-
ing end-user confi guration of ubiquitous
computing environments,” Designing Inter-
active Systems (2002).

Orwant, 1995.
Orwant, J, “Heterogenous learning in the
Doppelganger user modeling system,” User
Modeling and User-Adapted Interaction, 4,
2, pp. 59-106, Kluwer (1995).

Paivaand Self, 1995.
Paiva, A and J Self, “TAGUS - a user and
learner modeling workbench,” User Model-
ing and User-Adapted Interaction, 4, 3, pp.
197-228, Kluwer (1995).

Rich, 1989.
Rich, E, “Stereotypes and user modeling”
in User models in dialog systems, ed. A
Kobsa and W Wahister, pp. 35-51,
Springer-Verlag, Berlin (1989).

Union, 1995.
Union, The European Parliament and the
Council of the European, European Com-
munity Directive on Data Protection,
http://www.doc.gov/ecommerce/eudir.htm

Managing private user models and shared personas



(1995).

Uther, 2001.
Uther, J, “On the visualisation of large user
models in web based systems,” PhD Thesis,
Department of Computer Science, Univer-
sity of Sydney (2001).

Weiser, 1994.
Weiser, M, “The world is not a desktop,”
Interactions, 1, 1, pp. 7-8 (1994).

Managing private user models and shared personas

11



Supporting Proactive ‘Intelligent’ Behaviour: the Problem of
Uncertainty
Hee Eon Byun and Keith Cheverst

Distributed Multimedia Research Group,
Department of Computing,
Lancaster University
Lancaster, LA1 4YR
e-mail: {byunh, kc}@comp.lancs.ac.uk

ABSTRACT
This paper describes our exploration into some of the inherent uncertainty issues that arise when
designing for proactive and ‘intelligent’ behaviour within ubiquitous computing environments. We
describe both previous and current work that has motivated our current examination of uncertainty
issues and also discuss some possible implications for user interaction that arise when providing
proactive behaviour based on rules induced from (potentially uncertain) context history.

1. Introduction

Over the past decade, one of the predominant trends in computing has been “ubiquitous computing”, a
term that was first proposed by Weiser in the early 1990s. His vision was of increasing the productivity or
welfare of a user situated in a computer-everywhere environment by supporting human assistance in an
intimate way [17]. One research domain that requires the computer-everywhere model of ubiquitous
computing is that of the “intelligent environment” [6]. In this domain, a wide range of physical devices
(e.g., lights, audio/video equipment, heaters, air conditioning equipment, windows, curtains, etc.) can be
controlled automatically based on the context of a house/office and the preferences of inhabitants (e.g.,
preferred temperature, preferred light level, energy consumption policies, etc.). One promising technique
for achieving such intelligent environments is “context-aware computing”. The term ‘context-aware’ has
been defined as “systems [that] adapt according to the location of user, the collection of nearby people,
hosts, and accessible devices, as well as to changes to such things over time” [7].

In our previous works [2] and [3], we have suggested that the history of contexts could be extremely
valuable in enabling the current levels of context interpretation (context aggregation [7], context synthesis
[15], and context fusion [4]) to be enhanced. In more detail, by noticing patterns from the user’s context
history (including the user’s behaviour) a properly designed system may start to exhibit appropriate
“intelligent” or more specifically “proactive” behaviour. For example, by identifying recurring patterns in
a user’s context history (based on contexts such as user location, calendar information etc.) it may be
possible to utilise machine learning techniques in order to determine that a certain user has a regular
meeting schedule. An intelligent reminder system could then take the proactive step of reminding the user
of her meeting.

The traditional method for providing proactive behaviour is to use predefined rules [3]. One limitation
of predefined rule-based adaptation is that the user must reconfigure the system in order to reflect changes
to her routine. Performing such reconfigurations could be a frustrating or annoying task for the user.
Therefore, we advocate “modelling-based proactive adaptation. In more detail, by observing the routine
of the user in an intelligent environment there is the potential to infer appropriate rules from accumulated
context history in order to learn rules and subsequently provide dynamic adaptations.

Uncertainty is an important consideration when supporting either type of proactive adaptation,. In
more detail, various sources of uncertainty play a part in this approach, namely: uncertainty from sensing
context (e.g. margins of error in a given sensor), uncertainty that arises through interpreting contexts (e.g.
deriving higher level contexts from a group of lower-level or raw contexts). When supporting but it is
proactive modelling-based adaptation uncertainty also arises when inferring rules from context history
(fully described in section 3).

One potential problem that may occur with intelligent proactive systems is that the system may
behave in ways that do not fit well with the user’s mental model of the system. Although we cannot avoid
the potential situation of the system acting in an unexpected way, our proposed solution is to provide
users with explicit and meaningful explanations when such unexpected behaviour occurs [1]. Providing
such an explanation to the user may in turn enable the user to provide some feedback to the system in
order to enable the system to refine the rules which it had inferred from the context history. Figure 1



illustrates the way in which our approach involves the user in accepting proactive behaviours and
potentially causing the modification of the system’s adaptation rules. Crucially we believe that keeping
the user involved in the loop may also involve informing the user of possible implications of inferences
based on context history that may contain uncertainties.

User’s Behaviour

Adaptation rules |<_| Sensed Contexts

Figure 1. The relations between a user, the user’s behaviour, and contexts.

The structure of the remainder of this paper is as follows. In section 2, we describe some of our
previous work that has played a key role in motivating our exploration of the uncertainty issue. In section
3, we investigate some of the potential sources of uncertainty and consider some possible
countermeasures. Interaction issues between a proactive system and a user are discussed in section 4.
Finally, a summary of our investigation on the issue of uncertainty is presented in section 5.

2. Previous Work

2.1 PDS scenarios

An early motivating scenario for our research into proactive context-aware behaviour was the
Personal Digital Secretary (PDS) [2]. This application idea emerged from considering how the classical
remembrance agents, for example, Forget-me-not [12] and CyberMinder [8], might be extended using the
techniques of user modelling and machine learning in order to support a user’s daily activities in an
everyday computing setting [1]. The PDS was designed based on the assumption that it would support a
user’s daily activities beyond the role of a remembrance agent or reminder. For the conceptual structure
of our PDS and detailed explanations, please refer to [2].

The PDS scenario proved extremely useful for helping us to explore how the paradigm of context-
aware computing could be usefully augmented by the utilisation of user modelling and machine learning
techniques. Some examples of typical scenarios that reveal proactive usages of the PDS are described
below.

= Scenario A: When a user passes by a theatre, the PDS can notify the user that the theatre is playing
one of the user’s favourite movies. This type of functionality could be realised by a context-aware
system (such as GUIDE [5]) by utilising both the location context and information about the user’s
preferences (such preferences could have been learnt, pre-defined or a combination of both).

= Scenario B: If a user is in an intelligent environment and the user commands some action, for
example, ‘close curtains in the living room’, the PDS could modify its user model and, over time,
learn that an appropriate context-aware behaviour is to close the curtains when it gets dark outside.

= Scenario C: If a user participates in a meeting at 10 am every forth Monday, the PDS might learn
the pattern of this regular meeting and remind the user to prepare for the meeting at an appropriate
time. However, a more sophisticated level of learning would be desirable in order to enable the
system to realise when such a notification is inappropriate, for example, when the user is on
holiday.

= Scenario D: if a user makes a rule to hold the room key when leaving his/her office after 6pm, this
can be captured in a user model. Consequently, when the user is about to leave his/her office
without the room key after 6pm, the PDS could warn the user before he/she gets locked out of the
office!

2.2 Calculating the Level of Security Risk in a User’s Office

We first examined the potential of context-history together with user modelling and machine learning
techniques) by considering a specific scenario for calculating the level of security risk in a user’s office
[3]. In this work, we explored a number of different approaches including the use of a Naive Bayes
Classifier, which was used to calculate the conditional probability of the user being in her office. In more
detail, a set of rules were predefined for deciding the level of security risk in a user’s office and a simple
context history was artificially built in order to detect exceptional cases against the predefined rules: the
first rule: a high security arises if the door is open when the user has left the office during her office hours,
and the second rule: a low security risk arises if the door is closed (but not locked) when the user has left
the office during her office hours.



The aim of the work was to examine two questions: (1) could patterns of the user’s behaviours be
properly extracted from the context history? (for example, the user’s likely returning to her office given
that a cup in the office contains hot coffee) and (2) could the extracted patterns be used for appropriate
decision making? In this theoretical test case, we found that context history did have a strong potential for
supporting dynamic adaptations in a ubiquitous computing environment even though there were a number
of issues to be challenged [3]. The next step of our research (and the experiment described in this paper)
was to build a prototype system that could support proactive modelling-based adaptations in a user’s
office.

2.3 Context-Based Intelligent Environment Control
In order to ascertain the feasibility of supporting proactive modelling-based adaptations in a user’s
office our current work has involved the design and implementation of a system to:

1). Utilise context history in order to learn the patterns of the user’s behaviour in a physical
office environment; and

ii). Support proactive modelling-based adaptations (opening/closing the window, turning
on/off the fan), based on both the patterns learned (represented as a generalised set of
rules) and the state of the physical office environment (realised through a set of sensors).

Contexts considered in the experiment are temperature, humidity, noise level, light level, the user’s
task (keyboard typing or not), the status of window, the status of fan and the status of blind. Actuators are
needed to open/close the window, turn on/off the fan, and open/draw the blind in the user’s office. Our
system collects and accumulates the contexts as a context history. Next, it induces a set of rules from the
context history. Currently, the rules represent the user’s preferences to the status of window (i.e. this is
currently the only target function considered) Based on these rules, our system can provide a suggestion
to the user when the physical environment in the office changes, e.g. if the temperature rises above a
given threshold value. It is important to note that whenever the system suggests an adaptation, e.g. “shall I
open the window?” the user can dismiss the suggestion.

Our system comprises two databases (one for storing context history, the other to store the user
model) and three main modules (a context manager, an inference engine, and an adaptation manager) as
illustrated in figure 2. The context manager collects context from sensors in a clock-based fashion and
encodes numeric context values into symbolic representations. If there is at least one change in a
symbolic context value (e.g., if the temperature changes from “20°C < mild < 24°C” to “hot > 24°C”, or
if the user records an appropriate action, such as opening the window), then the context manager
generates a context-changed event and stores the context in the context history. The adaptation manager
listens for the context-changed events being raised by the context manager. Next, the adaptation manager
decides which adaptation must be made based on both the current situation (e.g. current temperature) and
the user model (which contains a set of learnt or predefined rules that represent the user’s preferences).
Learnt rules are placed in the user model by the inference engine which is responsible for extracting rules
based on the context history. These rules can be learned through either on-line or off-line processing. At
this stage of our research, an off-line learning method is adopted.

Context .| Adaptation
Manager "| Manager

Inference —— 1
Engine User Model

Figure 2. The design for providing dynamic adaptations.
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As an initial result of our experiment, we found that there was a phase of transition for the initiation of
adaptations. In more detail, during the first day of our experiment (t0 in figure 3) our system could not
learn any rules because there was no context history. At this stage, a set of predefined rules was used for
providing adaptations, for example, if the temperature is higher than 24°C then open the window. From
the next day, our system started to learn the user’s preferences from context history. However, it took
about two weeks (from t0 to tl in figure 3) to accumulate an appropriate size of context history for
properly learning the user’s preferences. Our system gradually learned the user’s preferences and
provided more refined suggestions as time went by.
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Figure 3. The phase of transition for the initiative of adaptations.

Figure 4 illustrates that the learnt rule set from the context history (about 10 rows) at noon on 25"
June is very simple, whereas the learnt rule set from the context history (about 30 rows) in the evening on
the same day is more complicated. The number of rows in the context history is dependent on the
weather condition of the day, season, and the location of office, because these factors can largely
influence on the frequency of context changes (especially, for the temperature). Therefore, the time took
for proper learning would be different according to the time and place for this kind of experiment.

# Decision Tree Learning B & Decision Tree Learning

Start Learning StartLearning ‘
User Name:  |HeeEon From{YYMMDD): 1020625 To (YYMMDD):  {020623| User Name: ‘HseEnn ‘ From{YYMMDD): 020625 To {(YYMMDD):  |020625

I TEMP = mild then Window -» close If TEMP iz MIDL then close Window

If TEMP = hot AND KEYBOARD = false then Window -» open If TEMP i HOT and KEYBOARD is FALSE then open Window

i TEMP i3 HOT and KEYBOARD is TRUE and NOISE is TRUE, then close Window
if TEMP is HOT and KEYBOARD is TRUE and NOISE is FALSE, then open Window

Figure 4. Learnt rule sets from different size of context history

3. The Sources of Uncertainty and Countermeasures

By analysing our approach towards proactive adaptation we can identify four different sources of
uncertainty. These different sources of uncertainty and possible countermeasures are discussed in the
following sub-sections.

3.1 Sensors

Context is sensed under uncertainty because physical sensors can produce erroneous or at least
inaccurate data. In our experiment, we use a DrDAQ data logger from Pico Technology (figure 5) in order
to obtain the state of the user’s office environmental. The DrDAQ data logger has built in sensors for
detecting various environmental contexts (e.g. light level, sound level and temperature) and optional
external sensors. The accuracy of temperature sensed by the DrDAQ is 2°C at around 25°C (the error
margin is different depending on the temperature). If the threshold between “hot” and “mild” is 25°C then
this 2°C error margin could clearly be very significant (i.e., under the same (real) temperature, it could be
sensed either “hot” or “mild”).

Microphone
External sensor 1

External sensor 2
Light level Resistance

Figure 5. A DrDAQ data logger.

If a context must be obtained concretely in a certain environment, more reliable value of context can
be obtained by obtaining context concurrently from more than one sensor. For example, if the temperature
in an emergency room of a hospital must be concretely captured, we can use several sensors, for example,
one on the ceiling, one on the wall, and one on the bed. Then, using a simple majority voting algorithm
we can obtain the temperature of the emergency room with reasonable reliably.

3.2 Discretisation of continuous-valued attributes

Our current approach is to use a decision tree algorithm for inducing rules from context history that
can be used to provide the user with an explicit and intelligible explanation for the system’s proactive
behaviour. A learning algorithm based on, for example, neural networks would have been much less
suitable because the weights produced by this approach are difficult to interpret by human users [14].

In general, decision tree algorithms use nominal values of context, however the DrDAQ data logger
provides continuous values. Therefore, it was necessary to explicitly convert numeric context values (e.g.,
26°C) to symbolic ones (e.g., hot). In this way, continuous-valued contexts are discretised by partitioning
the range of context values into sub-ranges (e.g., ‘hot’, ‘mild’ and ‘cold’ for temperature; ‘low’, ‘normal’
and ‘high’ for humidity; and ‘dim’, ‘normal’ and ‘bright’ for light level). One implication of discretisation
of continuous context values is that the value of a context can vibrate around a threshold. For example,



when the temperature is fluctuating around the threshold (24°C) between ‘hot’ (e.g., 24.1°C) and ‘mild,’
(e.g., 23.9°C) proactive adaptations can occur frequently, which can be very frustrating to the user.

A possible way to overcome these potential problems is to adopt a fuzzy representation of context [13]
and utilise fuzzy decision trees [10] [11] [16] [18]. For example, given that the thresholds for partitioning
the range of temperature into sub-ranges are: cold < 20°C, 20°C < mild < 25°C”, and hot > 25°C, then
figure 6 illustrates the temperature ranges using the conventional representation ([a] in figure 6) and the
fuzzy representation ([b] in figure 6). The horizontal axis represents the temperature values and the
vertical indicates membership values of fuzzy sets. Membership value indicates the degree (from 0 to 1)
to which a given input belongs to a fuzzy set. For example, the temperature 18°C is converted into ‘cold’
with membership value 1 (or 100%), ‘mild’ with 0%, and ‘hot’ with 0% but the temperature 20°C is
converted into ‘cold’ with membership value 0.5 (or 50%) and ‘mild’ with 50%, and ‘hot’ with 0%
according to the fuzzy representations in figure 6.

Temperature Noise
1 1
[a]
cold mild hot normal loud
0
1
1
. 1 .
fegion k normal «-.oeee
e, L
. |":§._ 7 loud  —
i i H 0 P B
18°C 20°C 22°C 24°C 26°C 30dB 50dB 70dB

Figure 6. Conventional and fuzzy representation of temperature and noise ranges.

Next, these membership values as well as information gains are considered in order to build a fuzzy
decision tree. Let’s assume that a decision tree is constructed as depicted in figure 7, the temperature
sensed is 25°C and the noise level is 70dB. In the conventional decision tree, this situation is just
classified as the class ‘Close’ from the root (Temperature) and the suggestion “shall I close the window?”
will be made. In the fuzzy decision tree, the left node (‘hot’) of Temperature has membership value of
0.75 and right node (‘mild’) has value of 0.25 according to the fuzzy representation in figure 6. Next, the
left node (‘loud’) of Noise has 1.0 and the right node (‘normal’) has 0.0.

[b] Temperature
0.75 0.25

| hot | mild

’—‘.—‘ Leaf C

10 Noise 0.0 Open: 0.3
. . Close: 0.7

@ @ | loud

I—\normal
Open: 0.0 Open: 1.0
Close: 1.0 Close: 0.0

Figure 7. [a] a conventional decision tree and [b] a fuzzy decision tree
- given Temperature of 25 degrees and a Noise level of 70 decibels

Leaf A Leaf B

Finally, we can calculate the value of each class (Open, Close) in each leaf node (Leaf A, Leaf B, and
Leaf C) as follows:

- Leaf A: the membership value of “open” = 0.0(node) * 1.0(noise) * 0.75(temperature) = 0.0
- Leaf A: the membership value of “close” = 1.0(node) * 1.0(noise) * 0.75(temperature) = 0.75
- Leaf B: the membership value of “open” = 1.0(node) * 0.0(noise) * 0.75(temperature) = 0.0
- Leaf B: the membership value of “close” = 0.0(node) * 0.0(noise) * 0.75(temperature) = 0.0
- Leaf C: the membership value of “open” = 0.3(node) * 0.25(temperature) = 0.075

- Leaf C: the membership value of “close” = 0.7(node) * 0.25(temperature) = 0.175
B The total membership value of “open” = 0.0(leaf A) + 0.0(leaf B) + 0.075(leaf C) = 0.075
M The total membership value of “close” = 0.75(leaf A) + 0.0(leaf B) + 0.175(leaf C) = 0.925



Note that each leaf node (the nominal value of the target function: ‘Open’ or ‘Close’) has a
membership value that stems from the membership values of context history data. In order to choose the
value of the target function, the membership values of leaf nodes and the membership values of current
contexts are multiplied and added for the same target values. Hence, the target value that has the largest
one is selected as a suggestion. It is also important to note that because the result from the calculation is
also a membership value of the target value (in the above case, 0.925 for ‘close’) this value indicates the
level of certainty of the suggestion.

Staying with this scenario, if the temperature in the office was sensed at 24 degrees, the membership
value of ‘hot’ would change to 0.5 and that of ‘mild’ would change to 0.5. Therefore the certainty level of
‘close’ would be 0.85 based on the above calculation procedure. Again if the temperature in the office
was sensed at 23 degrees, the membership value of ‘hot” would change to 0.25 and that of ‘mild’ would
change to 0.75. Therefore, the certainty level of ‘close” would be (leaf A) 0.25 + (leaf C) 0.525 = 0.775.
The membership value of leaf C is greater than that of leaf A. This means that mild temperature is the
main reason for closing window rather than the noise level. For more detailed information on the fuzzy
decision tree used in this section, please refer to [18].

To sum up, firstly, fuzzy representation of context can help reduce the problem of fluctuation (e.g., the
temperature’s fluctuating around the threshold (25°C) between ‘hot’ (24.1°C) and ‘mild,” (23.9°C)). In
the traditional discretisation, the two temperatures (24.1 °C and 23.9°C) are converted into totally
different nominal values (‘hot” and ‘mild’) even though the differences are just 0.2°C. However, in the
fuzzy handling, every nominal value of an attribute has its membership value, for example, the
temperature 24.1 °C is converted into ‘hot’ with 52.5%, ‘mild’ with 47.5%, and cold with 0% (not just
one nominal value). The temperature change from 24.1 °C to 23.9°C or vice versa would change the
membership value of the target value as illustrated in the above paragraph. Therefore, frequent
adaptations caused by the fluctuation around a specific context value can be avoided; instead the degree
of certainty would be changed. Setting the certainty threshold to an appropriate value can also be used to
reduce the extent to which fluctuations around a specific context value are likely to occur. For illustration
purposes, consider the following (based on the fuzzy representation shown in figure 6 [b]).

1) When Temperature is 25°C and Noise is 30dB: Open: 0.825, Close: 0.175
2) When Temperature is 24°C and Noise is 30dB: Open: 0.65, Close: 0.35
3) When Temperature is 23°C and Noise is 30dB: Open: 0.475, Close: 0.525
4) When Temperature is 22°C and Noise is 30dB: Open: 0.3, Close: 0.7

In the tablel, with the threshold 0.5, the suggestion changes from ‘Open’ to ‘Close’ when the
temperature changes from 24°C to 23°C (just 1°C difference), whereas with the threshold 0.7, the
suggestion changes when the temperature changes from 25°C to 22°C (3°C difference). Therefore, higher
value of threshold can avoid inappropriate frequent suggestions.

Time T1 T2 T3 T4
Temperature 25°C 24°C 23°C 22°C
(Hot: 0.75 (Hot: 0.5 (Hot: 0.25 (Hot: 0.0
Mild: 0.25) Mild: 0.5) Mild: 0.75) Mild: 1.0)
Noise Level 30dB 30dB 30dB 30dB
(Normal: 1.0) | (Normal: 1.0) (Normal: 1.0) (Normal 1.0)
Threshold Suggestion when No No Close Close
0.5 window state is open Suggestion Suggestion
Suggestion when Open Open No No
window state is closed Suggestion Suggestion
Threshold Suggestion when No No No Close
0.7 window state is open Suggestion Suggestion Suggestion
Suggestion when Open No No No
window state is closed Suggestion Suggestion Suggestion

Table 1. The differences in suggestion timing between two thresholds.




However, one implication of increasing the threshold is that it can effectively cause an extended delay
before an adaptation takes place. Table 2, (which is effectively a subset of the information contained in
table 1) highlights how increasing the threshold from 0.5 to 0.7 causes the adaptation to be triggered at t4

instead of t3.

Time Tl T2 T3 T4
Temperature 25°C 24°C 23°C 22°C
(Hot: 0.75 (Hot: 0.5 (Hot: 0.25 (Hot: 0.0
Mild: 0.25) Mild: 0.5) Mild: 0.75) Mild: 1.0)
Noise Level 30dB 30dB 30dB 30dB
(Normal: 1.0) (Normal: 1.0) (Normal: 1.0) (Normal: 1.0)
Threshold | (Assuming window No No Close No
0.5 state at Tl is OPEN) | gygoestion Suggestion Suggestion
Threshold | (Assuming window No No No Close
0.7 state at T1 is OPEN) | guooestion Suggestion Suggestion

Table 2. Example implication for delayed adaptation when increasing thresholds.

3.3 Rule extraction from context history

The rules extracted from context history also hold uncertainty, because context history may be
incomplete as a training data set and the learning method adopted may not be a perfect one. During our
experimentation, we empirically learned that the size of training data can affect the accuracy or reliability
of learning. For example, at the initial stage of learning in our experiment (from t0 to t1 in figure 3) the
context history was not large enough for extracting appropriate rules. Our system could provide more
refined suggestions as time went by (from tl in figure 3). Therefore, we can say that more training data
the better the resilience to incomplete data. However, large size of context history will increase the cost
for processing learning algorithms and for maintaining storages. This trade-off relation between small
size and large size of context history is outlined in figure 8. In addition, learning from a part of context
history that is related to an unusual situation (e.g., the case of high noise level) may generate a decision
tree that can effectively consider the specific situation. As a result, more certain proactive adaptations for
the unusual case can be provided.

Less certainty in rules

Less coverage of rules

Less resilience to incomplete data
Less cost for learning

More certainty in rules

More coverage of rules

More resilience to incomplete data
More cost for learning

Small size of context history ~ Large size of context history
Figure 8. The characteristics of learning system based on the size of context history.

4. Interaction Issues

In addition to the uncertainty issues discussed in the previous section, there are interaction issues to be
considered as follows:

* How can the user give a feedback to the system and how can the feedback be effectively
considered within the process of decision making?

= How can the user effectively amend her user models (i.e., the extracted rules)?

= How can the level of uncertainty of proactive adaptations be represented to the user?

In our experiment, we let the user override a proactive suggestion by just clicking “No” button on the
user interface (figure 9a) and provide an explicit explanation for the suggestion if the user clicks “Why”
button (figure 9b). Given that the user clicks “No” button against the suggestion of “shall I open the
window for you?” this means either the user does not accept the suggestion only in a specific time or the
user want to override the rule itself that generates the suggestion. In this case, we removed the rule from
the set of rules during the day but it could be generated again in the next learning stage of our experiment.
Therefore, it may be more suitable to make two groups of rules: one is ready to be applied and the other is
overridden by the user, and the system can check the rule is in the first group or second group before
giving a suggestion. As another possible solution, by enabling the user to inspect the context history and



the uncertainties involved the user can manually remove the context with high uncertainty or which
clearly represents an exceptional case.

& Explanation

& BEE

hall | open the window for you?

the temperature is hot and your work is not Keyboard typing
|Yes|| Nl:|||Why?|

Figure 9a. A suggestion window. Figure 9b. An explanation window.

There is a growing concern for representing uncertainty to users. Membership values of the final
classification using a fuzzy decision tree may be used as a way for representing uncertainty of suggestions
to the user as described in section 3.3. In order to let the user override certain rules being created by the
decision tree, the system must allow the user to observe which rules have the most or least corroborating
evidence, i.e. from the context history. Because some rules will have more or less certainty than others it
makes sense to make this transparent to the user in some way in order to enable the user to override
uncertain rules.

5. Summary

This paper has described our exploration into the issues of uncertainty inherent in proactive and
tailored behaviours under ubiquitous computing environments. Through our previous works that lead to
this investigation, we found a number of sources of uncertainty and investigated countermeasures that can
mitigate the level of uncertainties. In addition, we have discussed interaction issues between the system
and users under uncertainty. In addition, we need a way of representing uncertainty to a user so that the
user can observe which rules have the most or less certainty than others.

To summarise, through our investigation, the following key issues arise:

=  Through initial analysis, it appears that applying fuzzy representation of context and fuzzy decision
trees is one possible solution for overcoming the limitations of discretisation of continuous-valued
contexts.

= The membership value resulted from the classification using a fuzzy decision tree can be used as a
way for representing uncertainty of suggestions to the user.

= We have also determined that utilising appropriately large size of context history can provide more
certain rules, more coverage of rules, and more resilience to incomplete data.

= By providing explicit explanations regarding the level of uncertainty for proactive adaptations, the
user can override the adaptation and even amend the rules and/or context history.

Acknowledgements

The work described in this paper was partly supported by the Future and Emerging Technologies
programme of the Commission of the European Union under research contract IST-2000-26031
(CORTEX - CO-operating Real-time senTient objects: architecture and EXperimental evaluation).

Reference

1. Abowd G.D. and E. D. Mynatt (2000) Charting Past, Present and Future Research in Ubiquitous
Computing. ACM Transactions on Computer-Human Interaction, Special issue on HCI in the new
Millennium, v7(1).

2. Byun H.E. and K. Cheverst (2001) Exploiting User Models and Context-Awareness to Support
Personal Daily Activities, Workshop in UM2001 on User Modelling for Context-Aware
Applications, Sonthofen, Germany.

3. Byun H.E. and K. Cheverst (2002) Harnessing Context to Support Proactive Behaviours, Proc.
Workshop in ECAI2002 on Al in Mobile Systems (AIMS2002), Lyon, France.

4. Chen, D., Schmidt, A., Gellersen, H.W. (1999) “An Architecture for Multi-Sensor Fusion in Mobile
Environments”, In Proceedings International Conference on Information Fusion, Sunnyvale, CA,
USA.

5. Cheverst K., N. Davies, K. Mitchell and P. Smith (2000) Providing Tailored (Context-Aware)
Information to City Visitors, Conference on Adaptive Hypermedia and Adaptive Web-based
Systems, Trento.

6. Coen M. (1998) Design Principles for Intelligent Environments, AAAI’98, Madison, W1.



10.

11.

12.

13.

14.

15.

16.

17.

18.

Dey A.K. and G.D. Abowd (2000) The Context Toolkit: Aiding the Development of Context-
Enabled Applications. Workshop on Software Engineering for Wearable and Pervasive Computing,
Limerick, Ireland.

Dey AK. and G.D. Abowd (2000) CyberMinder: A Context-Aware System for Supporting
Reminders, Symposium on Handheld and Ubiquitous Computing, Bristol, UK.

Dong M. and R. Kothari (2001) Look-Ahead Based Fuzzy Decision Tree Induction, IEEE
Transactions on Fuzzy Systems, vol 9 (3), pp 461-468.

Guetova M., S. Holldobler and H. Storr (2002) Incremental Fuzzy Decision Trees, Proc. Of the 25™
German Conference on Artificial Intelligence (K12002).

Janikow C. Z. (1996) Exemplar Learning in Fuzzy Decision Trees, In Proc. Of FUZZIEEE, pp 1500-
1505.

Lamming M. and M. Flynn (1994) "Forget-me-not" Intimate Computing in Support of Human
Memory, Symposium on Next Generation Human Interface, Meguro Gajoen, Japan.

Mantyjarvi J. and T. Seppanen (2002) Adapting Applications in Mobile Terminals Using Fuzzy
Context Information, Proc. Fourth International Symposium on Mobile HCI2002, Pisa, Italy.
Mitchell T. M., R. Caruana, D. Freitag, J. McDermott and D. Zabowski (1994) Experience With a
Learning Personal Assistant, Communications of the ACM, 37(7).

Pascoe, J. (1998) “Adding Generic Contextual Capabilities to Wearable Computers”, In the
Proceedings of the 2nd IEEE International Symposium on Wearable Computers (ISWC'98), pp. 92-
99, Pittsburgh, PA, IEEE. October 19-20.

Shiu S. C. K., C. H. Sun, X. Z. Wang and D. S. Yeung (2000) Maintaining Case-Based Reasoning
System Using Fuzzy Decision Trees, In Proc. Of the 5™ European Workshop on Case-Based
Reasoning, Berlin.

Weiser M. (1993) Some Computer Science Issues in Ubiquitous Computing, Communications of the
ACM, Vol 36(7).

Zeidler J. and M. Schlosser (1996) Continuous-Valued Attributes in Fuzzy Decision Trees, Proc. Of
the 6™ International Conference on Information Processing and Management of Uncertainty in
Knowledge-Based Systems, pp 395-400, Granada, Spain.



